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Abstract 
Network link flow data are an intuitive information for monitoring the traffic condition of the entire 
network, and can be used to enhance traffic management and control. Link flow observation systems are 
typically designed using flow conservation equations to obtain the information of flow on unobserved links 
by inference. The occurrence of sensor failures in such systems may lead to flow information loss on both 
observed and inferred links. Most studies on this issue have considered sensor deployment and failure 
evaluation as separate processes. In contrast, in this study, both processes are integrated to establish a link 
flow observation system that withstands sensor failures. First, we propose a novel model to solve the sensor 
location problem for full link flow observability. The proposed model is then modified to evaluate the link 
flow information loss in sensor failure event, and incorporated into a distributionally robust optimization 
(DRO) model for the sensor location problem concerned. The DRO model minimizes the worst-case 
expected information loss of the system during the planning horizon with different types of sensors. 
Moreover, we extend the DRO model to a target-based version, into which a convex risk measure named 
Observation fulfillment risk index is introduced to evaluate the risk of failing to meet the predetermined 
observation target for any sensor installation schemes. The devised models can be directly solved by 
commercial solvers for networks like Nguyen-Dupuis, and a matheuristic genetic algorithm is designed for 
large-scale example networks. Numerical experiments are performed for networks with different sizes. The 
DRO model generates robust sensor location schemes with worst-case performances that are superior to 
those achieved using benchmark methods, such as stochastic programming. The use of the Observation 
fulfillment risk index enhances the system stability and target fulfillment level and decreases the standard 
deviation of the link flow information loss. We also make use of numerical experiments to derive some 
insightful conclusions on installation budget, coverage ratio, failure risks, etc.. 
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